Cyber Insurance

Are cyber-attacks insurable?
Insurance insight, guidance and relevance

Mark Luckin, Cyber & Technology Practice Leader
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What?

What's topical?

Can anyone think of some recent examples....?
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Why?
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suninsurance.com.fj Ifcaire.org berg-life.com cotrelec.com

+—— Back

Tampa general hospital (EX2D €D
flexity.com dixiesfed. academia2l.com
EEECTITTIEES EEECTTTUTIEES ST Tampa General Hospital is  private not-for-profit hospital and one

of the most comprehensive medical facilities in West Central Florida
serving a dozen counties with a population in excess of 4 million. As
one of the largest hospitals in Florida, Tampa General is licensed for
1,040 beds, and with more than 8,000 team members, s one of the
region's largest employers.

Proof Pack Files
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Healthcare stats

Proportion of all events

Healthcare 16.0% Losses observerved per sector
Financial 14.3%
fessi .8% . .
Frofessonal . Sector Geometric mean 95th percentile
Education 4
Information 7. Administrative S183K $50M
Administrative
Retail .
Manufacturing Agriculture $61K $3M
Other Services X .
Trade 3.0% Construction S66K $6M
Hospitality 2.5%
Constructi 1.4% - . i
Tra::;orrt:tiz: 14% m Hhe ft||r~st two aTgt(:- rs ar mll }LHI Education $139K $5M
. 4% ealthcare and Financia e .
Er:j::g'::z:: 11_;% 76 times as many inc ul\sn s in Entertainment $468K $92M
Real Estate [RED pulk 2cord astheirMining
utilities i 0.4% e counter lm t“ Financial S437K $88M
Mining [l 0.2% ) ;)ff‘ Tﬂ of t h% cha
Agriculture | 0-2% Healthcare $211K $13M

Figure 2: Proportion of publicly known incidents attributed to each sector

The Healthcare and Finance sectors claim the most incidents.

They have 76X more events on public record than the least-
breached industries of Mining and Agriculture.
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INCIDENT RESPONSE

Ransomware Attack Played Major Role in Shutdown of
lllinois Hospital

2 =

St. Margaret’s Health is shutting down hospitals and other facilities in Peru and
Spring Valley, lllinois, and says a 2021 ransomware attack is partly to blame.

i mative Lemmy
via Zero-Day Vulnerability

JumpCloud Says Sophisticated Nation-State
Specific Custor

Exploitation of ColdFusion Vulnerability
Reported as Adobe Patche:
Ciitical la

SecurityWeek Analyss: Over 210
Cybersecurity M&A Deals Announced in
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What can you do?

INFORM IMPROVE INSURE
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What is Cyber Insurance?

FIRST-PARTY COVERAGES

THIRD-PARTY COVERAGES

Compensate insureds for their own losses
resulting from covered cyber events. Claims
may arise from breaches, suspected breaches,
suspicious activity on networks and
cyberattacks.

Pay others for insureds’ liability to them for
losses arising from covered cyber events and/or
wrongful act. Claims can include written
demands, regulatory inquiries, complaints and
fines and penalties.
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What role does Cyber Insurance play in a Cyber Attack?

Cyber policies typically cover the reasonable and necessary expenses to
investigate and remediate an event an associated liabilities.

However the real value is...

Incident response I: Vendor selection

strategy and engagement

Legal and regulatory . Insurance claims management
24/7 = 3 65 compliance (if applicable)

Threat actor engagement /

Data review and privacy OENe . ions compliance

risk assessment

® ® Stakeholder management / Media and dark
crisis communications webh monitoring

LOCKTON AUSTRALIA | 9



How does the Cyber Insurance claim process work?

Each cyber insurance attack is unique and will have its own nuances.

Several factors — both internal and external — will determine how a claim proceeds and how long the process will
take.

Outlined over the next few slides are the steps and best practices for organisations to consider when faced with a
cyber insurance attack. The claim process will often run in parallel with an organisation’s incident response process
and be facilitated by an Incident Response Manager.

O © © ¢C

INITIATE COMMUNICATE MITIGATE COMPLETE

PART A PART B
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Incident case study 1 — Ransomware - What happened

An insured received a notification a
number of applications on its systems
were not functioning correctly.

The insured (with the help of its IT

. . Major news outlets Forensic
provider) conducted a preliminary tarted publishi . tioati
investigation and identified that several . S a_r €d publishing !nves Igation
of its backup servers and core Incident response articles about the into the
systems were encrypted by manager engaged insured’s ‘disabling’ incident
ransomware. to assist ransomware attack. completed

' 14 Apr ' 17 Apr ' 6 May 2020 ' 28 Aug
2020 2020 2020
16 Apr 19 Apr 17 May 2020
2020 2020

The insured released Specialist forensic Systems
a statement on social investigator engaged restoration
media indicating that completed

it had suffered a
major IT outage.
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Timeline of activities

I Forensic
Initial inciden S] . C
@ Initial I qu t % vendor investigation
identification engagement
completed

5 Notification to j \’ Data risk
Systems
Insurer and V Y 6 assessment

restored
2 2 A  insurance solution and wrap up
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Summary of costs involved

1. Incident Response Coordination $20,000
2. Privacy Assessment and Advice $10,000
3. Communications and Stakeholder Management $10,000
4. Containment and Remediation $150,000
5. Forensic Investigation $110,000
6. Staff Costs $250,000
Total to date $550,000
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Cyber Insurance Market

The Cybersecurity Insurance Market was estimated to be
valued at $11.91 billion in 2022 and is expected to reach
USD 48.83 billion by 2030.

Conditions in the cyber insurance market are far more
favourable than they were just a quarter ago, with insurers
increasingly competing for risks as they focus on growth.

Even as insurers increasingly compete for new business,
they continue to scrutinise cybersecurity controls, and be
conscious of re-emerging ransom threats and legislative
changes with respect to data and privacy.

Insurers are focusing on limiting their exposure to large
events that can produce significant losses to many
insureds.

Cybersecurity Insurance Market
Market forecast to grow at a CAGR of 19.3%

USD 48.83 billion

USD 11.91 billion

2022 2030

Q1 2023 Ransomware Surge May Result in Price Increases

Avg.
premium peak

Avg.
premium peak

Ransomware -

[ Ransomware

peak _—
Ransomware

JAN 20

S Cyber
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Questions
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