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What?

What’s topical? 

Can anyone think of some recent examples….?
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How?
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Why?
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Healthcare stats
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Consequences
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What can you do?
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What is Cyber Insurance? 
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Cyber policies typically cover the reasonable and necessary expenses to 

investigate and remediate an event an associated liabilities. 

However the real value is…

What role does Cyber Insurance play in a Cyber Attack?

24/7 - 365
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How does the Cyber Insurance claim process work?

Each cyber insurance attack is unique and will have its own nuances. 

Several factors — both internal and external — will determine how a claim proceeds and how long the process will 

take. 

Outlined over the next few slides are the steps and best practices for organisations to consider when faced with a 

cyber insurance attack. The claim process will often run in parallel with an organisation’s incident response process 

and be facilitated by an Incident Response Manager.
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Incident case study 1 – Ransomware - What happened

14 Apr 

2020

An insured received a notification a 

number of applications on its systems 

were not functioning correctly. 

The insured (with the help of its IT 

provider) conducted a preliminary 

investigation and identified that several 

of its backup servers and core 

systems were encrypted by 

ransomware. 

16 Apr 

2020 

The insured released 

a statement on social 

media indicating that 

it had suffered a 

major IT outage.

17 Apr 

2020

Incident response 

manager engaged 

to assist 

19 Apr 

2020

Specialist forensic 

investigator engaged 

6 May 2020

Major news outlets 

started publishing 

articles about the 

insured’s ‘disabling’ 

ransomware attack.

17 May 2020

Systems 

restoration 

completed 

28 Aug 

2020

Forensic 

investigation 

into the 

incident 

completed
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Timeline of  activities

Initial incident 

identification

Notification to 

Insurer and 

insurance solution 

Vendor 

engagement

Systems 

restored

Forensic 

investigation 

completed

Data risk 

assessment 

and wrap up
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Summary of  costs involved

Component Cost

1. Incident Response Coordination $20,000 

2. Privacy Assessment and Advice $10,000

3. Communications and Stakeholder Management $10,000

4. Containment and Remediation $150,000

5. Forensic Investigation $110,000

6. Staff Costs $250,000

Total to date $550,000
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Cyber Insurance Market
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Questions 
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