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MEMBER MICROSOFT 365 TERMS AND CONDITIONS

This Terms and Conditions document is subject to updates without prior notice as the Microsoft 365
service expands to a broader member base. Users are encouraged to review these Terms and
Conditions regularly.

1. Limitation of Liability and Disclaimer

The RACS Microsoft 365 platform is provided to support College-related communication,
collaboration, and access to essential resources. RACS makes no guarantees regarding the
performance, reliability, or uninterrupted availability of Microsoft 365 services, as they are hosted on
Microsoft’s infrastructure. Users acknowledge that they assume all risks arising from their use of the
service. To the fullest extent permitted by law, RACS disclaims all warranties and liabilities, including
any incidental, indirect, or consequential damages resulting from service disruptions, data loss, or
unauthorised access.

2. Data Privacy and Compliance

RACS is committed to safeguarding personal information in compliance with the Australian Privacy
Act 1988 and New Zealand Privacy Act 2020. RACS may collect and process:

e Account Information: Personal details associated with @my.surgeons.org accounts,
including names, emails, and identifiers.

e Usage Data: Service usage details, such as access logs and email interactions, for security
and operational improvements.

Personal information is stored securely and accessed only by authorised personnel. While RACS
provides a managed Microsoft 365 environment, data is ultimately stored on Microsoft’s infrastructure.
RACS does not maintain local backups of individual member accounts. Users retain the right to
access, correct, or request deletion of their personal data in accordance with the applicable privacy
legislation. For further details, please refer to the RACS Privacy of Personal Information policy or
contact the RACS Privacy Officer.

3. Usage Guidelines

The following guidelines govern the use of RACS-supplied Microsoft 365 services:

o Official Use Only: Microsoft 365 resources are provided strictly for College-related activities.
Personal use is not permitted.

e Account Use: @my.surgeons.org accounts are intended solely for authorised College
activities and may not be used to register for external applications or non-College-related

services.
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o Data Backup: While Microsoft 365 provides cloud storage for emails, OneDrive, and Teams,
RACS does not maintain independent backups for individual member accounts. Full backup
services are provided for staff accounts, and data within Teams/SharePoint committee sites is
also backed up to ensure continuity in collaborative spaces. Due to the potential scale and
associated costs, individual member data (outside of Teams committee sites) is not backed
up independently by RACS. Members are advised to take appropriate measures for data
retention beyond Microsoft’s standard policies, if required.

o Adherence to Policies: RACS provides a secure Microsoft 365 environment, and users are
required to comply with RACS IT policies for secure usage and data protection.

e Prohibited Use: Users may not use RACS services for unauthorised file sharing, commercial
activities, or any other activity outside official College responsibilities.

4. Support Boundaries

RACS IT support is strictly limited to access issues related to @my.surgeons.org accounts and
committee platform operations. RACS IT does not provide assistance for personal or non-RACS
devices, including but not limited to configuration, maintenance, or troubleshooting of any kind.

RACS IT does not support member queries related to Microsoft 365 usage, software installations,
error resolution, or file backups on personal devices. Additionally, RACS IT does not facilitate the
downloading or installation of Microsoft 365 software applications (e.g., desktop versions of Office) on
personal devices. Users are advised to access Microsoft 365 via a web browser to avoid potential
conflicts with other non-RACS Microsoft 365 accounts or software.

5. Data Security and File Sharing

Users are advised to exercise caution when sharing files within Microsoft 365. RACS monitors the
Microsoft 365 environment to ensure compliance with security protocols and reserves the right to limit
or suspend access in cases of policy breaches or security risks. Users are responsible for ensuring
that any shared content adheres to College standards and data protection policies.
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